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Objectives of this presentation

• Review some key insights and concepts

• Stimulate thinking and discussion on 
where you might be vulnerable

• Give some tips, for various levels of the 
organization, on:

– What you can do about it

– Where to get more info
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Terminology 

• Hazard

– A physical situation with potential to cause 
harm to people, property or the environment

• Risk (acute)

– probability x consequences of an undesired 
event occurring

4

• Those who don’t care (rare in major hazard industries)

• Those who don’t know (and often don’t know that they don’t 
know):

– Knowledge gap mainly in engineering 

– Understanding of hazards and risks and technical means of control

– Canada weaker than most industrialized countries

• Those who do – or did – know, but have gaps in their 
application of that knowledge (and perhaps don’t realize it)

– Knowledge gap mainly in sociology

– Understanding how people think and act as individuals and in 
organizations

Overview: How vulnerabilities occur
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Those who don’t care

• This is the group the Criminal Code is aimed at, but those who care 
but fail to protect may also be prosecuted 

• Criminal Code of Canada amended since Westray to deal with 
negligence by large corporations (but not yet tested)

• BP has pleaded guilty to corporate manslaughter charges re 
Deepwater Horizon, agreeing to pay $4.5 billion in fines (bringing total 
cost incurred so far to $38 billion, and that doesn’t include 
environmental damages or civil suits)

• Corporate manslaughter charges could yet lead to fines and/or jail 
sentences for key personnel involved

• Precedent now set for anyone else who has a similar incident in US –
and, politically, Canadian – waters in future
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• Those who don’t care (rare in major hazard industries)

• Those who don’t know (and often don’t know that they don’t 
know):

– Knowledge gap mainly in engineering 

– Understanding of hazards and risks and technical means of control

– Canada weaker than most industrialized countries

• Those who do – or did – know, but have gaps in their 
application of that knowledge (and perhaps don’t realize it)

– Knowledge gap mainly in sociology

– Understanding how people think and act as individuals and in 
organizations

How vulnerabilities occur
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Serious/Disabling/Fatalities

Medical Aid Case

Property Loss/1st Aid

Treatment

Near Misses

Unsafe Behaviors/Conditions

Incident Pyramid:

1

30

10

600

10,000

A “proactive” approach focuses on these 
categories, but be careful – you may 
miss the really serious ones!
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They thought they were safe

• “Good” companies can be 
lulled into a false sense of 
security by their 
performance in personal 
safety and health

• They may not realise how 
vulnerable they are to a 
major accident until it 
happens

• Subsequent investigations 
typically show that there 
were multiple causes, and 
many of these were known 
long before the event

BP Deepwater Horizon
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Process safety management

• Investigation after major accidents (Flixborough, Bhopal, Pasadena 
TX) showed that they cannot be controlled by the traditional OHS
focus on the interface between the operator and the equipment

• Recognition of seriousness of consequences and mechanisms of 
causation lead to focus on the process rather than the individual 
worker

• Many of the key decisions influencing safety may be beyond the 
control of the worker or even the site – they may be made by people 
at another site, country or organization

• Causes differ from those for personnel safety

• Need to look at the whole – materials, equipment and systems –
and consider individuals and procedures as part of the system

• Management system approach for control
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Scope 
(elements of process safety management)

1. Accountability

2. Process Knowledge and Documentation

3. Capital Project Review and Design Procedures

4. Process Risk Management

5. Management of Change

6. Process and Equipment Integrity

7. Human Factors

8. Training and Performance

9. Incident Investigation

10. Company Standards, Codes and Regulations

11. Audits and Corrective Actions

12. Enhancement of Process Safety Knowledge

CCPS: Guidelines for Technical Management of Chemical Process Safety
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Some companies look at the scope and think 
“Oh, we’re already doing much of that”

– but don’t realize the significance of what they are not doing

Personnel
Safety & 
Health

Process 
Safety

Environmental 
Control

Figure: CCPS: Guidelines for Technical Management of Chemical Process Safety
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Functions of a management system
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CCPS: Guidelines for Technical Management of Chemical Process Safety



7

13

Management System

• The most important point about a management 
system is the feedback loop to ensure that the 
following are acceptably consistent with the 
design intent (= the plan):

– Performance of people (Equipment performance is also 
covered here, but typically depends on the people operating and 
maintaining it)

and that performance is producing 

– Results (e.g. output for resources used – can often 
be measured) 

– Outcomes (more related to long-term goals – may or 
may not be measured in quantitative terms, 
depending on nature)
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Features and characteristics of a management 
system for process safety

Controlling

Performance standards and 
measurement methods

Checks and balances

Performance measurement and reporting

Internal reviews

Variance procedures

Audit mechanisms

Corrective action mechanisms

Procedure renewal and reauthorization

Implementing

Detailed work plans

Specific milestones for accomplishments

Initiating mechanisms

Organizing

Strong sponsorship

Clear lines of authority 

Explicit assignments of roles and 
responsibilities

Formal procedures

Internal coordination and communication

Planning

Explicit goals and objectives 

Well-defined scope

Clear-cut desired outputs

Consideration of alternative achievement 
mechanisms

Well-defined inputs and resource 
requirements

Identification of needed tools and training

CCPS: Guidelines for Technical Management of Chemical Process Safety
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Examples of PSM management systems concerns at 
different organizational levels

CCPS: Guidelines for Technical Management of Chemical Process Safety

Planning

Planning
Organizing

Planning

Organizing

Organizing

Implementing
Implementing

ControllingControllingControlling

Strategic Managerial Task
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Accountability

Components under this element of PSM:
– Continuity of operations
– Continuity of systems
– Continuity of organization
– Quality process
– Control of exceptions
– Alternative methods
– Management accessibility
– Communications
– Company expectations

Key points:

• Management commitment at all levels

• Status of process safety compared to other organizational objectives 
such as output, quality and  cost

• Objectives must be supported by appropriate resources

• Be accessible for guidance, communicate and lead
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Management of Change

Components under this element of PSM:

• Change of process technology

• Change of facility

• Organizational changes

• Variance procedures

• Permanent changes

• Temporary changes
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Active and latent failures

• Active

– Immediately adverse effect

– Similar to “unsafe act”

• Latent

– Effect may not be noticeable for some time, if at all

– Similar to “resident pathogen”. Unforeseen trigger conditions 
could activate the pathogens and defences could be undermined 
or unexpectedly outflanked 
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Danvers, MA, Nov 2006 
Solvent explosion at printing ink factory

US Chemical Safety Board

A Classic Example 
of a Latent Failure

• Hazards known, but defences
compromised by apparently benign 
change

• Latent error in procedure design
creates vulnerability to likely 
execution error
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Process and Equipment Integrity
Components under this element of PSM:

– Reliability engineering   
– Materials of construction 
– Fabrication and inspection procedures
– Installation procedures
– Preventative maintenance
– Process, hardware and systems inspection and testing
– Maintenance procedures
– Alarm and instrument management
– Decommissioning and demolition procedures

Key points
• Design to handle all anticipated conditions, not just ideal or typical ones
• Make sure what you get is what you designed (construction, installation)
• Test to make sure the design is indeed valid
• Make sure it stays that way

– Preventative maintenance
– Ongoing maintenance
– Review

• Be especially careful of automatic safeguards!



11

21

• Consider operator as 
fallible human performing 
tasks in background

• Design for error tolerance, 
not just prevention
– detection

– correction

Buncefield, UK, 2005

Schiphol, NL, 2009
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Process Safety Management Resources
available free from the Canadian Society for Chemical Engineering

• PSM Guide summarizes  
approach in handy, short booklet

• 4th edition includes self-
assessment questions to 
see what level you’re at
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Process Safety Management Resources 
available free from the Canadian Society for Chemical Engineering

• New PSM Standard enables 
advanced users to audit their 
application of PSM

• Both Guide and Standard 
available as free downloads 
from CSChE’s PSM division 
website, in English and 
French (or as booklet, for 
nominal fee)

• Access via CIC website: 
www.chemistry.ca then 
Divisions>PSM>Publications
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Excellent

Enhanced

Essential

Almost at Essential

"In Progress"

Use of self-assessment tool for 
collective progress reporting and action

• CCPA Board of Directors decides in 2002 that all member sites should 
meet Essential level by target June 30, 2003

• Progress tracked and reported in chart format, with specific companies 
identified within Leadership Group

• Companies have also used this approach for their plants or operating units
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• Those who don’t care (rare in major hazard industries)

• Those who don’t know (and often don’t know that they don’t 
know):

– Knowledge gap mainly in engineering 

– Understanding of hazards and risks and technical means of control

– Canada weaker than most industrialized countries

• Those who do – or did – know, but have gaps in their 
application of that knowledge (and perhaps don’t realize it)

– Knowledge gap mainly in sociology

– Understanding how people think and act as individuals and in 
organizations

How vulnerabilities occur
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Most organizations don’t intend to have 
accidents – so why do they?

• The “person* having control” may:

– Fail to spot a hazard or understand how it could lead 
to serious consequences 

– Underestimate the likelihood of events and 
consequences

– Fail to apply sufficient controls by design (equipment, 
people/skills, procedures)

– Fail to maintain those controls

• Often due to problems with perception of risk

* “person” may be one or more organizations here
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Difference in management of
acute vs. chronic risks

• Absence of incidents is not like presence of emissions 
(trying to control what isn’t there)

• Organizations think their lack of serious incidents is proof 
that they have effective controls – even near misses may 
be viewed as aberrations          (the Safety Pyramid trap?)

• Problem usually results from misjudging consequences or 
likelihood of doing something wrong

• Often involves conflicting priorities and how decisions are 
made

• Capability of many sites is limited  – many rely on 
corporate services or contractors unfamiliar with changing 
conditions at the site (and the site often doesn’t realize 
when corporate or contractor capabilities change)
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Many of the incidents cited 
when sensitizing industry 
audiences “do not count”

from the viewpoint of 
classical risk assessment

Unassessed Risks 

(consequences, 
likelihood, 

assumptions)

Risks covered by typical 
assessment

Criteria

Deficiencies in the way risk assessment is 

typically conducted

The Iceberg Effect: 

Assessed risk is 

only a fraction of 

what needs to be 

controlled
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ISO 31000 Risk Management Model
• Monitoring and review appears to be a general step that fits in everywhere, but 

this is not much help in understanding why vulnerabilities occur in managing 
residual risk:

30

Risk management as seen from the 
viewpoint of the site operator

Define Risk Requirements for Process

Do Risk Assessment and design control 
system to keep within acceptable limits

OK?

Stop Project

Manage
Residual Risk

Prepare for emergencies

Maintain the system of controls!

Yes

No

Periodic Continuous 

and ongoing
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Reason’s “Cheese Model”
James Reason, presentation to Eurocontrol 2004
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latent conditions

Successive layers of defences

Hazards

Losses
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Deficiencies in the way risk assessment is 

perceived and acted on by the risk generator

• Be careful in referring to the risk. Risk assessments are 
done for different purposes and are not interchangeable! 
Risk calculated for one purpose can mislead if used for 
other purposes

• For regulation, consistency and simplicity in application 
by the regulated community are more important than 
accuracy 

• For the site operator, the reverse is true – yet 
assessments done for regulatory purposes often form 
the basis for the internal control system 

• The risk generator should have some idea of the 
exclusions, assumptions and their sensitivity in the 
assessment 
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Lessons for all engineers

• What engineers should know

– Risk management is an art as much as a science

– That the purpose of risk assessment is to show how risk 
can arise and thus what to watch for and how to focus 
controls and monitoring when managing risk – and not 
simply a periodic step to “prove that something is safe”

– Assessment involves many assumptions (scenarios, 
equipment, systems, people, behaviour, consequences, 
likelihood, etc.). Those managing risk should have a 
sense of those assumptions and their sensitivity

– Purely technical solutions are not enough – human and 
organizational aspects must also be taken into account 

34

But whatever method is chosen,  
watch out for:

• Overconfidence in risk assessment 
– Now a recognized characteristic in the financial and 

economic field, and has become a specialized subject 
of academic study in its own right
(e.g. Kruger)

– Not yet appreciated by the process industries

– Convenience is addictive. Economists can become 
seduced by their models, fooling themselves that 
what the model leaves out does not matter 
(Economist, 2009)

– More information does not necessarily lead to better 
decisions – although the confidence level rises, the 
accuracy of prediction may well be worse! 
(Mauboussin)
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False precision and reckless approximation

• An actuary and a farmer are looking at two fields 
of sheep. The farmer asks the actuary how 
many sheep he thinks there are: 

“1,007”, is the quick and confident reply. 

The astounded farmer asks how the actuary 
reached that number. 

“Easy, there are seven sheep in that field and 
about 1,000 in the other.”

The Economist
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Why problems with management of residual 
risk lie at the heart of major incidents

• Organizations that do know what could go wrong:

– Design for risk controls, but are then

– Vulnerable to failures in execution

• Management system failure is especially insidious 
because of its “common cause” effect on multiple 
assumptions in the risk assessment, e.g.

– Staffing levels, knowledge base, capability, training in operations 
& maintenance (and also design & construction)

– Equipment integrity, inspections, testing, preventative 
maintenance

– Perception of relative priorities when resources are insufficient 
for scheduled activities 

– etc., etc. 

• The actual risk is then far greater than the assumed risk
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Why management systems fail: 

the significance of sociocultural factors in human 
thought processes and hence in behaviours
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“The relevance of organizational factors has also been 
graphically and tragically revealed in the inquiry reports of recent 
UK transportation and offshore oil disasters.

Prior to ..., senior managers in all the organizations 
propounded the pre-eminence of safety. They believed in the 
efficacy of the regulatory system, in the adequacy of their existing 
programs, and in their confidence of the skills and motivation of 
their staff.

The inquiry reports reveal that their belief in safety was a 
mirage, their systems inadequate, and operator errors and 
violations commonplace.

The inquiry reports stated that ultimate responsibility lay 
with complacent directors and managers who had failed to ensure 
that their good intentions were translated into a practical and 
monitored reality. Moreover, the weaknesses so starkly revealed 
were not matters of substantial concern to the regulatory 
authorities before the accidents.”

HSC, 1993

Relevance of organizational factors
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Human behaviour aspects

• People, and most organizations, don’t 
intend to get hurt (have accidents)

• To understand why they do leads us 
eventually into understanding human 
behaviour, both at the individual and 
organizational level, and involves:
– Physical interface

• Ergonomics

– Psychological interface
• Perception, decision-making, control actions

– Human thought processes
• Basis for reaching decisions

• Ideal versus actual behaviour

– Social psychology
• Relationships with others

• Organizational behaviour

Familiarity to 
engineers

More

Less
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Human behaviour modes

• Instead of looking at the ways in which people can fail, look at how they 
function normally:

• Skill-based

– Rapid responses to internal states with only occasional attention to 
external info to check that events are going according to plan

– Often starts out as rule-based

• Rule-based

– IF…, THEN…

– Rules need not make sense – they only need to work, and one has 
to know the conditions under which a particular rule applies

• Knowledge-based

– Used when no rules apply but some appropriate action must be 
found

– Slowest, but most flexible
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Human error modes (individual level)

• Slips and lapses
Something is done incorrectly, at the wrong time, or 
omitted

• Mistakes
Applying the wrong rule 

• Violations
Intentionally not following a rule
(Note that this could be through negligence, but  not necessarily – it could 

also due to conflicting priorities and  the perception of their relative 

importance at the time)
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How errors occur

• Errors can occur at each level
– skill-based: slips and lapses

usually errors of inattention or misplaced attention

– rule-based: mistakes
usually a result of picking an inappropriate rule
caused by misconstrued view of state, over-zealous pattern 
matching, frequency gambling, deficient rules

– knowledge-based: mistakes
due to incomplete/inaccurate understanding of system, 
confirmation bias, overconfidence, cognitive strain, ...

• Errors can result from operating at wrong level
Humans are reluctant to move from the rule-based to the 
knowledge-based level, even if rules aren’t working

Brown, after Reason
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Lessons from other fields

• Aerospace and nuclear show how significant 
human and organizational aspects can be even 
where the obvious signs of failure are technical 
in nature

• Finance shows:
– Relevance of such factors without technical 

distractions
– How fast a system can deteriorate once controls are 

relaxed
– How wrong risk assessments can influence bad policy 

decisions 

44

Factors that can influence 
likelihood of failure

• Organizational culture

– “the way we do things around here – when no-one is 
looking”

– increasingly being recognized as one of the most 
important factors in major accidents

– perceived balance between output, cost and safety is 
heavily dependent on this culture, and influences 
whether personnel work in a certain way because 
they believe the company and their co-workers feel it 
is the right way to do things, or whether they are 
simply “going through the motions.”
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People are not just sophisticated machines!

• Humans are not “black boxes”, behaving reproducibly 
until failure

• Aspects such as

– Perception (of incoming information),

– Judgement (what decisions are made, based on that perceived 
information) and

– Actions corresponding to those decisions 
obviously vary between individuals but also with the same 
individual at different times and circumstances

• These aspects are strongly influenced by such factors as 
workload, risk-benefit assessment by the individual and 
motive
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Observations from the investigation

• The explosive loss of the Macondo well could have been 
prevented.

• The immediate causes of the Macondo well blowout can 
be traced to a series of identifiable mistakes made by 
BP, Halliburton, and Transocean that reveal such 
systematic failures in risk management that they place in 
doubt the safety culture of the entire industry.

• The business culture succumbed to a false sense of 
security. The Deepwater Horizon disaster exhibits the 
costs of a culture of complacency.

• That complacency affected government as well as 
industry

Report of the US National Commission set up to investigate the incident
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Some further observations
• Classic “organizational accident”

• Normalization of deviance, despite audit systems and prior history 

– High-profile incident (Texas City) with loss of CEO

– Pipeline situation

– Montara oil spill

• Changing safety culture is much more difficult than imagined

• Intensive investigation, but little apparent link to prior risk assessment

• Media focus:

– Comparison with Exxon Valdez, but almost never with Ixtoc 1

– Environmental effect (deaths and injuries almost ignored)

• Organizational players (direct & indirect) appeared more concerned 
with blame than lessons 

• Many key decisions taken by those whose personal safety was at risk 
(some of whom were there to celebrate a safety award)

• Motive not due to callous disregard for safety, but more to having a 
different focus
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Understanding motive

• Sociology of group behaviour, e.g. sports

• Logical fallacies

• Perception of relative priorities when resources 
are insufficient for scheduled activities 

• Expectation of resolving problems without 
referring up the line 

• Well-intentioned but inappropriate “can-do”
response

• Reinforcing effect of normalization of deviance

50

Normalization of deviance

• "the systematic organisational performance 
deteriorating under competitive pressure, 
resulting in operation outside the design 
envelope where preconditions for safe operation 
are being systematically violated" (Rasmussen) 
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Standard
of Safety

Time

In general, safety gets better as society learns more

52

Standard

of Safety

Time

But the rate of improvement is not steady

x 10
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Standard
of Safety

Time

In fact, the curve can be one of periodic rapid gains 
followed by gradual but increasing declines

x 100

Note how the rate 
of decay can be 
expected to 
increase due to 
normalization of 
deviance
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Why and how defences fail

• People often assume systems work as intended, 
despite warning signs

• Examples of good performance are cited as 
representing the whole, while poor ones are overlooked 
or soon forgotten

• Latent errors are allowed to develop, and to increase in 
number and intensity if their significance is not 
recognized

• Normalization of deviance is self-reinforcing … until a 
wakeup call that may be too late!

• Analysis of failure modes and effects should include 
human and organizational aspects as well as 
equipment, physical and IT systems
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People

Systems

Tribal

Chaotic

Operational 
Excellence

Bureaucratic

Strong

Weak Strong

Organizational Culture Model
James W. Bayer, Senior VP Mfg, Lyondell Chemical Company
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Factors that can influence frequency

• Demographic effects
– Less staff
– Experienced cohort leaving or left
– Skills transfer senior > (middle) > junior
– Replacements understand the way something is 

done, but not why it is done that way, the potential 
consequences of doing it differently and how to detect 
and recover from undesired actions

• “We are starting to see lowered standards of 
design and supervision that fifteen years ago 
would have been unthinkable in the chemical 
industry” (Challenger, 2004)
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Some defences
• Maintain a sense of vulnerability!

• Lead and direct the management system
(applies mainly to those below and at same level, but you might be able to 
influence the system above you once you understand how it works)

• Recognize economic and other constraints, and use triage:
– We must do these things, no matter what
– We’re going to drop these, at least until conditions improve
– We’ll do these if we can fit them in, but they’re secondary to the “musts”

(allowing a little flexibility in negotiating the “drop” list can help with team 
acceptance) 

• Trust, but verify
(especially where key safety responsibilities are split between several orgs)

• Learn how to handle courtiers
(can be above or below you; convey with tact the message you want to get 
through)

• Strong and weak generals 
(recognize when and where resources are clearly not enough, handle with tact, 
make your own decision about your role) 

• Management by wandering around
(keep a “finger on the pulse” of what is really going on)
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What does an organization’s investigation of its failures 
reveal about its culture and management system?

• Knowledge
– Never realized problem could occur (benchmarking error)

• was it treated as a unique deficiency?

• was there a broader review of the benchmarking process to find if there are other 
areas where knowledge could be deficient? 

• Policy
– Thought situation would be acceptable but didn’t realize full implications until it 

happened
• Does it appear to be acceptable now?
• Was review of policy and accountability limited or broad in scope?

• System design
– Even if everything had been done as intended, problem would still have occurred

• How comprehensive was analysis of system deficiencies and practicality of solutions?

• How effective is action plan and follow-through? 
• Was review of system design limited or broad in scope?

• System execution (management system error)
– Problem occurred because someone or something did not perform as intended

• Did analysis consider why execution not as intended?
• Was corrective action appropriate and balanced?
• Was review of system execution limited or broad in scope?

Graham Creedy
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System Safety
• Focuses on the application of systems engineering and 

systems management to the process of hazard, safety and 
risk analysis

• Builds on lessons from wide range of fields: military, 
aerospace, transportation, health care, process industries,  

• Draws from various perspectives:
– Normal Accident Theory: Perrow

– High Reliability Organization Theory: Roberts

– Human Error and Accident Causality: Rasmussen

– Human Reliability Theory 

– Organizational Accident Theory: Reason

– Normalization of Deviance: Vaughan

– Efficiency to Thoroughness Trade-Off (ETTO): Hollnagel

– Systems-Theoretic Accident Model and Processes (STAMP): Leveson

– Resilience Engineering: Hollnagel, Woods and Leveson

– Just Culture: Dekker

– etc.
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Questions?


